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Project Showcase: Enterprise Hybrid-Cloud Migration

Author: Eldon Gabriel
Role: Security Systems Specialist

Project Scope: VMware On-Premises to Amazon Web Services (AWS) Migration

Executive Summary

This project details end-to-end migration of Windows Server workloads from a
virtualized on-premises environment to Amazon Web Services (AWS). Utilizing the
AWS Application Migration Service (MGN), the project successfully executed
block-level replication of two virtual machines (VMs): a Domain Controller and a
Windows Server workstation.

The environment was built under real-world hardware constraints, specifically a 32
GB Random Access Memory (RAM) limit, necessitating a low-overhead architecture
using nested virtualization. This phase concluded with a proof-of-concept (PoC)
validation, in which successful migration was verified via direct instance access
rather than a live network traffic cutover. Following verification, AWS replication
components and drivers were manually removed to trigger a stress-test failure for
Root Cause Analysis (RCA).

Key Technical Achievements

I. PowerShell Automation: Automated the Domain Name System (DNS)
"Source of Truth" and Active Directory environment using PowerShell scripts
to ensure resolution accuracy for vCenter Stage 1 validation.

[I.  Network Engineering: Configured a Windows Server with NAT (RRAS) to
provide outbound connectivity to bridge isolated private network segments
with the AWS Public Cloud and managed routing tables and firewall rules.

lll.  Advanced Troubleshooting: Diagnosed and bypassed agent-level file locks
by performing manual ownership takeovers and registry purges in Safe Mode.

IV.  FinOps and Resource Hygiene: Successfully identified and reclaimed over
300 orphaned AWS resources following a transformation failure and achieved
near zero resource waste during lab cleanup
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This project was originally based on a VMware-to-AWS migration exercise
referencing the AWS Server Migration Service (SMS). However, as SMS has been
deprecated, this implementation uses the AWS Application Migration Service (MGN),
the current AWS-recommended solution for lift-and-shift migrations. The workflow
preserves the original lab objectives while aligning with modern cloud migration
practices.
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1.0 PHASE 1: NETWORK & ENVIRONMENT SETUP

Goal: Establish the 192.168. 18. x network with DC0O1 as the primary Gateway (.2).

1.1 Build the Domain Controller & NAT Gateway

Purpose: To deploy infrastructure anchor. DC0O1 provides Active Directory Domain
Services (ADDS), DNS resolution, and NAT routing for all subsequent migration
targets.

DCO01 Resource Allocation

.
e CPU: 2 vCores
.
e RAM: 1.5 GB (Dynamic Memory enabled)
.
e Disk: 64 GB
.
e Static IP: 192.168.10.2
B DCO1 - VMware Workstation - x
Eile Edit View VM Tabs Help | - o 2 DBO
Library @ Home 1 My Computer [ pco1 ) esxaot
O Type here to sea.. ¥
= Swycompuer | IL] DCO1
[0 bcor
ESXI01 P> Power on
[ Edit virtua
¥ Devices
= Memory 15G8
3 Processors 2
(3 Hard Disk (NVMe) 64GB
() CD/DVD (SATA) Using file CA\Use..
3 Network Adapter Custom (VMnet1)
<3 Network Adapter 2 Custom (VMnet8)
USB Controller Present
< Sound Card Auto detect
[ Display Auto detect
Tk, Trusted Platform Module ~ Present
~ Descri
7 n of thi
¥ Virtual Machine Details
off
acer\Documents\Virtual Machines\DCOT\DCOTvmx
machine
mati t availabl
B
O s3F am o - ”~ i & 9:39 AM
&> Mostly sunny mm  Q Search @' B =9 . V-] (&) G ER A v o a AR D L% 0

Figure 1: WS 2019 DCO1 nested on VMware Workstation. March 7, 2026. Eldon G.
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1.2 Establish DNS Source of Truth

Purpose: To ensure that the vCenter Server Appliance and ESXi host communicate

via a Fully Qualified Domain Name (FQDN), DNS was configured with forward (A)
and reverse (PTR) static records.

dc01.corp.internal 192.168.10.2 A/PTR Primary DNS / Gateway
esxi01.corp.internal 192.168.10.130 A/PTR Nested Hypervisor
vcsal1.corp.internal 192.168.10.30 A/PTR Management Appliance
dc2001.corp.internal 192.168.10.10 A/PTR Migration Workload 1
ws01.corp.internal 192.168.10.51 A/PTR Migration Workload 2
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1.3 DNS Manager Records (Forward & Reverse Zones)

Purpose: Configure authoritative DNS and PTR records to ensure hostname
resolution for all laboratory components. This is required for the VCSA Stage 1
deployment, as missing A and PTR records will cause FQDN validation to fail (see

Figures 2-3).

B DCO1 - VMware Workstation

File Edit View VM Tabs Hep | || v | & | © 2 ODBE0g kM A~

x
KE2D ) Home ~1 My Computer + Deot
2] My Computer

+ DCo1
5 Esxi01 Recycle Bin

[To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

a P Hot days ahead am
88°F mm  Q Search

I3 esxao1

£, DNS Manager

File Action View Help

e @ XE
& DNS
3 oco
Forward Lookup Zones
_msdcs.corpintemnal
corpinternal
Reverse Lookup Zones
10.168.192in-addrarp|
Trust Points
Conditional Forwarders

Bm i@
Name
T msdes
T sites
Ow
oudp
JoomainDnsZones
Forestdnszones
[F]same as parent folder)
[Eltsame as parent folder)
[ 1(same as parent folder)
[Fl(same as parent folder)

dc01

[Flacot

Fldc2001
Flesxion
FElvesror

Flwsor

Start of Authority (SOA)
Name Server (NS)

Host (&)

Host (A)

Host (A)

Host (&)

Host (A)

Host (A)

Host (A)

Host (A)

(184} dcO1.corpiinternal, h..
dcd1.corpinternal.
192168.102

192.16820.10

192.16820.10

192168.102

192.168.10.10
192.168.10.130
192.168.1030

192.168.1051

static
static
3/772024
3/7/202(
static
static
static
static
static
static

ELZ0CHGEOQ@EmMaY

Figure 2: DC01 DNS Manager Forward Lookup Zone. March 7, 2026
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B DCO1 - VMware Workstation
Flle Edit View VM Tabs Help | || v & (O ORI | i A~

Library X | Gy name ||y compuer | G pco ¢ || G esxans

& I My Computer
> Dcot
[ ESXI01 Recycle Bin 2. DNS Manager

Type Data

[Elsame as parent folder) Start of Authority (SOA) (6], dcO1.corpinternal, hos_.  static
Forward Lookup Zones || [ c; o5 parent folder) Name Server (NS) dcO1.corpinternal
Flis21681010 Pointer (PTR) dc2001.corpinternal,
[l1s216810130 Pointer (PTR) ESXIO corpinternal
Fls2168102 Pointer (PTR) DCOlcorpinternal
Pointer (PTR) VCSAO1.corpinternal.
[:—l 192.168.1051 Pointer (PTR) ws01.corp.internal.

msdescorpinternal
corpinternal
Reverse Lookup Zones
10.168192in-addrarp
Trust Points 1921681030
Conditional Forwarders

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. E 4
O ss°F am N — Y o = 11:44 AM
& Mosty sunmy am  Q search S TOCHGEECERY 6 AR D 0%

Figure 3: DCO1 DNS Manager Reverse Lookup Zone. March 7, 2026. Eldon G.

1.4 ESXi01 VM Deployment

Purpose: To create a nested environment to host VCSAO01’s Centralized VCSA
Management as a virtualized OS. This management plane hosts the DC2001 and
WS01 VMs (see Figure 4).

ESXi01 Resource Allocation:

CPU: 4 vCores

RAM: 10.6 GB (Dynamic Memory enabled)
Disk: 300 GB

Static IP: 192.168.10.1360
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G ESXI01 - VMware Workstation - X
File Edit View VM Tabs Help | P ~ C LD OB
LDy X | G Home £1 My Computer [T ocot 7] esxao1
ype here to sea.. ¥
= Copconpur || I ESXIO1
DCo1
Tl ESXI01 P> Power on this virtual
[T Edit virtual machine s
¥ Devices
E= Memory 106 GB
3 Processors 4
(=) Hard Disk (SCS) 30068
@ CD/DVD (IDE) Using file C:\Use.
% Network Adapter Custom (VMnet1)
% Network Adapter 2 Custom (VMnet8)
[) UsB Controller Present
[CIDisplay Auto detect
~ Description
¥ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\acer\Documents\Virtual Machines\ESXIOT\ESXIOT.vmx
Hardware compatibility: Workstation 17.5 or later virtual machine
Primary IP address: Network information is not available
)
O s3°F =m - ” . w o = " 9:41 AM
& vosty sunny ER  Q seach S u 3 0e e e LI ) + B8 LT ety

Figure 4: ESXi01 nested in the VMware Workstation. March 7, 2026. Eldon G.
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1.5 ESXi01 Licensing & Resource Validation

Purpose: Activate the ESXi01 hypervisor to unlock the advanced features required
for vSphere communication and ensure that the host is ready to receive the VCSA
VM (see Figure 5).

vm ESXi Host Client
A Navigator
~ [ Host
Manage
Monitor
>@ Virtual Machines

>B storage
>@ Networking

[] Esxiot.corp.internal - Manage

System  Hardware Licensing Packages Services  Security & users

[Y) Assign license ] Remove license | (C Refresh £ Actions

vSphere 8 Enterprise Plus
Key: 4V492-44210-
Expiration date: Never

Features: APIs for Storage Awareness
Big Data Extensions
Compatible with Tanzu
Kubernetes Grid Service and
Hybrid Infrastructure Service
Content Library
Cross Virtual Center vMotion
Direct Path vMotion

H.264 for Remote Console
Connections

Hot-Pluggable virtual HW

root@192.168.10.130 ~

Storage-Policy Based
Management

Unlimited virtual SMP

vCenter agent for VMware host
VvGPU

Virtual Volumes

vShield Endpoint

VShield Zones

vSphere API

vSphere App HA

Help ~ Q, search

vSphere Encrypted vMotion
vSphere FT (up to 8 virtual CPUs)
vSphere HA

vSphere Host Profiles

vSphere Predictive DRS

VvSphere Proactive HA

vSphere Replication

vSphere Storage APIs for Array
Integration

vSphere Storage DRS

Recent tasks

Task v Target v Initiator v Queued

v started ~ Resulta

v Completed v

Figure 5: ESXi01.corp.internal > Manage > Licensing Ul. March 5, 2026. Eldon G.
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1.6 VCSAO1 VM Deployment

Purpose: To deploy the VCSAO01 VM to act as the hardware provider for both
DC2001 (ADDS) and WS01 (Windows 10 Workstation) (see Figure 6).

Resource Allocation:

e CPU: 4 vCores

¢ RAM: 10.6 GB (Dynamic Memory enabled)

e Disk: 300 GB

e StaticIP: 192.168.106.130
E‘. Instance details | EC2 | us-east- x E" Instance details | EC2 | us-east x g8 ESXIO1.corp.internal - VMwar: x ) vSphere - VCSAO1.corp.intern: x + # Ask Gemini - =] X
<« G © Notscare bitps://192.168.10.130/ui/#/host/vms/3 # &4 0 @ &L 8
88 [3J Al [ BookMarketing [ Crypto [J Cybersecuri ty &\ Atlas: School Al Assi.. @ True [3J All Bookmarks

vm ESXi Host Client

"5 vcsaot

L console Monitor P Powe () shutdown I Suspend ) Restart # Edit C Refresh ¥ Actions.

VCSAO1

Guest OS Other 3.x or later Linux (64-bit)
Compatibility ESXi 5.5 virtual machine
VMware Tools Yes

CPUs 4

Memory 2068

Host name VCSAO!.corp.internal

The configured guest OS (Other 3.x or later Linux (64-bit)) fer this virtual machine does not match the guest that is currently running (VMware Photon OS (64-bit)). You should specify the correct guest OS to allow for guest-

specific optimizations. £} Actions

~ General Information ~ Hardware Configuration

~ @ Networking > @ crPu

root@192.168.10.130 ~

Help =

O, search

cpu
1.3 Ghe

MEMORY 0y
i

5.07GB LJ

STORAGE
86.43 GB @

x

2] Recent tasks

Task v Target ~ Initiator Queued v Started

2 B Qe e L P CHE L@ EMOVY M

.

v Completed v

A DD

. 1241AM
&b 100% 3/5/2026 s

Figure 6: VCSAO1 nested on ESXiO1.corp.internal Ul. March 5, 2026
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1.7 DC2001 and WS01 Deployment

To finalize the local infrastructure setup, existing VMs were created and hosted in the
ESXi01’s inventory (See Figure 7, 8 & 9) . This established the centralized
management plane required by the AWS MGN replication agent.

Pre-Migration Inventory and Target Mapping

The following table defines the local source workloads and maps them to their
designated target identities for the upcoming AWS migration phase.

Planned Target Local IP
Source Workload (VMware) (AWS EC2) Address Primary Role

Replicated Active Directory

DC2001 DC2001 192.168.10.10 Domain Controller
Replicated Windows Server
Workstation-01 WS01 192.168.10.51 Workload

1.7.1 DC2001 VM Deployment

vm ESXi Host Client

{ Navigator & DCc2001

~ [ Host

O restart | # Edit | C Refresh
Manage

| B Poweron 1 suspend

DC2001

£ console & Monitor O Power off

Monitor

@@ Virtual Machines
v @& wso1

Monitor

Monitor
> @ vesao
‘More VMs.
B storage
£ mpx.vmhba0:C0:TO:LO
> (@ datastorel
More storage.

@ Networking E]

& vswitcho

> @ VM Network

~ General Information
> @ Networking
> 63 VMware Tools
> B storage
@ Notes

Guest OS
Compatibility
VMware Tools
CPUs
Memory

Microsoft Windows Server 2019 (64-bit) V...

ESXi 8.0 U2 virtual machine
Yes

2

4GB

~ Hardware Configuration
> cpu
T Memory
> () Hard disk 1
> E)Hard disk 2
s USB controller

> B, Network adapter 1

sToRAGE
53.48 GB @

2VCPUs
468
2068
40GB
usB 3.1

VM Network (Connected)

More networks.

v started v Resulta ~ Completed ¥

Figure 7: DC2001 nested on ESXi01.corp.internal Ul. March 5, 2026. Eldon G.
DC2001 Resource Allocation

CPU: 2 vCores

RAM: 4 GB

Disk: 60 GB

Static IP: 192.168.10.10
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A Navigator
~ [ Host
Manage

Monitor

@@ Virtual Machines
v G wsol
Monitor
v~ & bc2001
Monitor
> & vesaot
More VMs.
B storage
&) mpx.vmhba0:Co:To:LO
> @ datastoret
More storage.

@ Networking E]

& vswitcho
> @ VM Network
More networks.

1

& wso1

B console Monitor

~ General Information
> @ Networking
> 63 VMware Tools
> B storage
@ Notes

Security Systems Specialist

1.7.2 WS01 VM Deployment

P> Power on

Wso1
Guest OS
Compatibility
‘VMware Tools No
CPUs 2
Memory

O Power off

VMware Tools is not installed.

1disk

# Edit notes

11 suspend

£ Actions

O restart | ¢ Edit | C Refresh

Microsoft Windows 10 (64-bit) VBS not en...
ESXi 8.0 U2 virtual machine

~ Hardware Configuration
> @ cPu
&5 Memory
> (EYHard disk 1
*&» USB controller
> '8, Network adapter 1

> [ video card

root@192.168.10.130 ~

£ Actions

2vCPUs

468

60 GB

usB 3.1

VM Network (Connected)

16 MB

Q, search

P
0 MHz

MEMORY —

os
sToRace
23.46 GB

Recent tasks

Task

v Target v

Initiator

v started

v Resulta

~ Completed v

Figure 8: WS01 nested on ESXi01.corp.internal Ul. March 5, 2026. Eldon

WS01 Resource Allocation

CPU: 2 vCores
RAM: 4 GB
Disk: 60 GB
Static IP: 192.168.10.51
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1.7.3 Deployment Verification and Validation of VMs

Purpose: All vCenter Server components must have proper DNS records before
deployment. Both A and PTR records are required for all VMs to enable the system
to correctly resolve hostnames and IP addresses. If DNS is not configured properly,
the installation may fail, especially during FQDN validation.

| [ Instance details | EC2 | us-east. % B Instance details | EC2 us-east- X [z ESXIOl.corpinternal - VMware . X [ vSphere - VCSAD.corp.internal X + # Ask Gemini = [=] X
<« C @ Notsecure  hitps://192.168.10.130/ui/#/host/vms b+ 4 & 0 =3 s 8
[ Al [ BookMarketing [ Crypto [ Cybersecurity &\ Atlas: School Al Assi.. @ True [ All Bookmarks

@ Create / Register VM o O L n L Q, search

) virtual machine ~ status ~ Used space ~ Guestos ~  Host name ~ HostcPU ~ Host memory

*& vcsaol Warning | 86.43GB Other 3.xor later Linux (64-bit) VCSAO1.corp.internal 1.3 GHz 5.07GB

"& wso @ normal 30.29G8 Microsoft Windows 10 (64-bit) unknown 136 MHZ 168

*& pcao01 @ Normal 19.19 GB Microsoft Windows Server 2019 (..  DC2001.lab.internal 1GHz 101GB

| Quick fitters

[ Recenttasks

Task v Targel v Initiator v Gueue v © Resulta ~ Completed ¥

2 B Qs e 22 CHeBPEEmMaIYM™M e A o aem Mg

Figure 9: ESXi01.corp.internal-Virtual Machines Ul. March 5, 2026. Eldon G.
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1.8 Centralized VCSA Management

Purpose: Deploy VCSAOQ1 server to act as a virtualized OS. This appliance
orchestrates ESXi01 hosts and provides the necessary Application Programming

Interface (API) endpoints for the AWS Replication Agent.
1.8.1 Stage 1: Deployment Configuration

Installer Execution

I.  Mountand aVCSA .iso on ESXi01 Ul.

[I.  Navigate to the drive folder and execute installation.
[ll.  Click Install to begin Stage 1 Deployment.
Appliance Deployment Target:
|.  ESXihost: 192.168.10.130
ll.  User name: root
lll.  Password: (Your ESXi01 root password)
IV.  Acceptance of the certificate thumbprint.

Appliance VM Settings

I. VM Name: VCSAOT

II. Password: (Establish VCSA root password for VAMI access)

Deployment Size:
. Size: Tiny
Il. Storage size: Default

Datastore:

. Select the local ESXi datastore.

II. Check whether Enable Thin Disk Mode is enabled. (saves NVMe

space).
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Network Settings:

V.

V.

VL.

VII.

VIII.

Network: VM Network

IP version: IPv4

IP assignment: Static

FQDN: VCSA@1.corp.internal
IP address: 192.168.160.30
Subnet mask: 255.255.255.0

Default gateway: 192.168.10.2

DNS servers: 192.168.10.2

Click Finish and wait for Stage 1 to complete.
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1.8.2 Stage 1 Configuration and Validation

0 vcsaol GO0 & Adions X

UNuware vCenter Server 8.0.3.00400
Type: vCenter Server with an embedded FPlatform Services Controller

4 x AMD Ryzen 5 6600H with Radeon Graphics
19.5 GiB Memory

Figure 10: VCSAO1.corp.internal - vCenter Server. March 5, 2026. Eldon G.

Target: VCSAB1.corp.internal:5480
Action:
I.  Open a browser and navigate to https://192.168.10.30:5480
II. Log-inas root.
lll.  Go to Networking -> Edit.
IV.  Change the Default Gateway to 192.168.10.2
V. Save and verify Internet egress.

| verified the following before proceeding to Stage 2:
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Internet Egress: Successful ping of google.com from VAMI SecureShell.

DNS Resolution: Successful nslookup google.comreturned an IP
address of 192.168.10.2.

Endpoint Reachability: Test-NetConnection
mgn.us-east-1.amazonaws.com 443 returned
TcpTestSucceeded: True

Time Sync: Confirmed that all VMs exactly matched the OS real-world time.
If the clocks are not in sync, security checks such as SSL certificates and
login tokens can fail.

1.8.3 Stage 2: Single Sign-On (SSO) Setup

After Stage 1 is completed, click on Continue to start Stage 2.

SSH access: Enabled

SSO Configuration:

V.

Create a new SSO domain.

SSO domain name: vsphere. local
SSO user name: administrator

SSO Password: (Establish your SSO password)

Click Finish and wait for services to start.
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~

3

c © Notsecure  hps://192.168.10.30/ui/app/folder:nav=h/umvmomi:Folder:group-d1 TfldnSIIL3—c7d9'4d56'bSha'L7a7(74cbb:f£/:umma-y

DOa

vSphere Client

Recent Tasks

[ Book Marketing [J Crypto

<

Alarms

@ True

£\ There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES

[ Cybersecurity &\ Atlas: School Al Assi.

[ VCSAOlLcorpinternal i acrions
Summary  Monitor  Configure  Permissions  Datacenters
Issues and Alarms
A\ datastorel Datastore usage on disk
) vCenter Server Health Alarm
vCenter Details
Version: 803
Build: 24322831

Feb 26, 2026, 10:39 AM

Not scheduled

Last Updated:
Last File-Based

[E:

Backup:

Clusters: O Clusters
Hosts: 1Hosts
Virtual Machines: 3VMs

Q Search

i L P O CH e 0@ E

Hosts & Clusters VMs Datastores

Capacity and Usage
Last updated at 12:29 AM

CPU

Networks

g0 r &8
[ ANl Bookmarks

53

Linked vCenter Server Systems

Actions v

Actions

o

12.21 GHz free

0.97 GHz used

Memory

9.42 GBused

Storage

142.79 GB used

H V™M@

1318 GHz capacity
114 GB free

|

10.56 GB capacity

28.96 GB free
)

171.75 GB capacity

1241 AM

=
~ = @ @b 100% 3/5/2026 “

Figure 11: VCSAO1.corp.internal - vSphere Client Ul. March 5, 2026. Eldon G.
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2.0 PHASE 2: AWS MGN SETUP & MIGRATION

Purpose: Execute the replication of migration candidates DC2001 and WS01 to the
AWS, configure the target launch templates to prevent conflicts, and perform the final
cutover.

2.1 Migration Workflow

On-Premises (VMware)

W

Source VM

AWS MGH Agent
(Block-Level Sync)

AWS Staging Area

Replication Server

Conlinuous

Replication

}

EBS Staging Volumes

Launch Template
(Conversion &amp; Boot)

AWS Target Environment

EC2 Instance
Converted Server

Figure 12: AWS MGN Migration Data Flow. March 6, 2026. Eldon G.
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2.2 Migration Test Launch & Visual Validation

Purpose: To validate the integrity of replicated block data in an isolated AWS
environment before severing an on-premise connection. The final cutover should not
be executed without a successful test launch.

2.3 Launch Settings & Conflict Resolution

To ensure a successful Test Launch in the Elastic Compute Cloud (EC2)
environment, the following were implemented:

e Bring Your Own License (BYOL): Maintains technical parity with source
licensing.

e Default Host Management Configuration (DHMC): Centralized
management of EC2 instances via AWS Systems Manager (SSM)

e Replication data were staged in an AWS-managed staging area subnet prior
to EC2 launch.

2.4 Migration Test Launch & Visual Validation

Expected Result: The instance diagnostics should display the standard Windows
Server login prompt, confirming that the OS survived the hypervisor-to-cloud
hardware translation without crashing.

Test Launch Validation Parameters

Agent Connectivity Heartbeat detected in AWS Console VERIFIED
Firewall/Port 1500 Outbound traffic to Replication Server VERIFIED
Data Consistency 19GB Baseline Sync Complete VERIFIED
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2.5 Target Instance Verification (Screenshot Capture)

Objective Requirement: The final deliverable for the AWS MGN phase is visual
verification of the migrated instances. Screenshots of the DC2001 and WS01 EC2
instances at the Windows Server login screen showed that the operating system had
survived migration to the cloud. They also confirmed that the AWS Nitro NVMe
drivers had started successfully. (See Figures 13 & 14).

2.5.1 Deployment Verification and Validation of DC2001 Instance

[ instance diagnostics | EC2 Jus % [B] Instance details | EC2 |us-east X [z ESXID1.corp.internal - VMware | X | vsphere - W01 - Summary %X+ # Ask Gemini - o0 X
<« € % us-east-1.consoleaws.amazon.com/ec2/home?region=us-east-1#InstanceAuditinstanceld=i-014f178218c50540cselectedTabld=instance-screenshot 40D @B & 8
2= [J Al [ BookMarketing [ Crypto [] Cybersecurity &\ Atlas: School Al Assi... @ True [ Al Bookmarks

[Alt+S] (@ Ask Amazon Q & United States (N. Virginia) ¥

= EC2 > Instances > > Instance diagnostics [

Instance diagnostics i

This page consolidates information from various AWS sources about your EC2 instance, to help you diagnose and understand instance behavior.

Status overview @
[} — (DC2001)
Instance state System status check Instance status check EBS status check
@ Running @ Check passed @ Check passed @ Check passed
CloudTrail events Systems Manager Reachability Analyzer - new Instance events Instance screenshot System log
&
E_.‘ Instance screenshat Last updated March 5, 2026, 00:42 (UTC+07:00) + Download

Retrieve console screenshots from your EC2 instance.

o

[ @ For boot or networking issues, use the EC2 serial console for troubleshooting. Choose the Connect button to start a session. J

Cancel

[ Cloudshell  Feedback [ Console Mobile App © 2 es, Inc. or its affiliates. Privacy  Terms  Cookie preferences

2 B Qs e b P22 CHO P E@EESY ™M A4 R YOG

Figure 13: DC2001 EC2 instance diagnostics screenshot. March 5, 2026. Eldon G.
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2.5.2 Deployment Verification and Validation of WS01 Instance

Bl instance diagnostics | EC2 Jus- X

B Instance diagnostics | EC2 Jus -~ X ligg ESXION.corpinternal - VMware | X vSphere - WSO1 - Summary X+ ¥ Ask Gemini - o X
< @ 5 us-east-1.console.aws.amazon.com/ec?/home?region=us-east-1#InstanceAudi 1769%ae194b1;selectedTabld=instar t % 40 B & 8
82 | [J A [ BookMarketing [ Crypto [ Cybersecurity &\ Atlas: School Al Assi.. @ True

[ Al Bookmarks

B & 0 ®
= EC > Instances

Instance diagnostics

United States (N. Vi EldonSec

G2
Instance diagnostics i

This page consolidates information from various AWS sources about your EC2 instance, to help you diagnose and understand instance behavior.

(i Give feedback

Status overview

(s} — (WS01)

Instance state

System status check Instance status check EBS status check
@ Running @ Check passed @ Check passed @ Check passed
CloudTrail events Systems Manager Reachability Analyzer - new

Instance events Instance screenshot

System log
[E] Instance screenshot

st updated March 5, 2026, 00:4:
Retrieve console screenshots from your EC2 instance.

o @) (T

loudShell  Feedback

[ Console Mobile App

Privacy Terms  Cookie preferences
'] Saarch
BB Q seac

MLE20CHO® O E - A B denm P2 g

Figure 14: Screenshot of WC01 EC2 instance diagnostics on March 5, 2026. Eldon G.
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3.0 PHASE 3: FAILBACK & STRESS TEST RCA
Document ID: RCA-2026-003-DC2001

Subject: Recovery of DC2001 Following Post-Migration Driver Conflict

3.1 Dimensional Analysis

The failure injected during the stress test was analyzed across multiple system

layers. The virtual disk used a GUID Partition Table (GPT). The manual removal of
the AWS drivers caused a breakdown in the Hardware Abstraction Layer (HAL).

3.2 Diagnostic Validation and Resolution Steps

| step | _Action | Outcome _[LogiciValidation

Firmware Toggled the VM settings from BIOS to EFI to match the

1 Correction Success  GPT partition requirements.

BCD
2 Reconstruction  Success* Kernel initialization failed due to missing drivers.

Parallel Custom installed the OS via an ISO without formatting to

3 Installation Success  bypass the corrupted System State.

Data The original data in D : \Users remained persistent after OS
4 Verification Success  destruction; C: Drive was mounted as a secondary disk.
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4.0 APPENDIX: LAB QUICK REFERENCE

4.1 Lab Architecture Topology
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Figure 15: Topology of VMware to the AWS Migration Lab. March 4, 2026. Eldon G.
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4.2 Table 1 — Technical Abbreviations & Glossary

Active Directory Domain  The identity provider was hosted on DCO01 for the

ADDS Services corp.internal forest.

Automatic Private IP Default IP allocation (169.254.x.x) when DHCP is
APIPA Addressing unreachable.

Default Host

Management SSM features for automatic agentless EC2
DHMC Configuration management.

The modern partitioning standard required for EFI
GPT GUID Partition Table booting.

Centralized management utility for VMware
VCSA vCenter Server Appliance environments Context:

4.3 Table 2 — Lab Inventory & Identity
e N e B

Nitro host Windows 11 192.168.10.1 Physical Foundation
DCO1 Windows Server 2019  192.168.10.2 192.168.10.1  Domain Controller (corp.internal)
ESXi01 ESXi 8.0 192.168.10.130 192.168.10.2 Lab Gateway to VCSAO1
VCSAO01 Photon OS 4.0 192.168.10.30 192.168.10.2 vCenter Management Plane
DC2001  Windows Server 2019 | 192.168.10.10 192.168.10.2 Workload (Migration Target)
WSO01 Windows 10 192.168.10.51 192.168.10.2 Workload (Migration Target)
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